Bigupdata Public Privacy Notice

Last update: December 1% 2020.

We are Bigupdata Limited, company number 09289814 registered in England.

Our registered office is Temple Court Mews, 109 Oxford Road, Oxford, Oxfordshire, OX4 2ER.

In this document, “we”,

n u

our”, or “us” refers to Bigupdata Limited.

Introduction

This document informs you of our policy regarding the information that we record about
you. It sets out the conditions under which we may process any information that you
provide to us or we collect from you. It covers information that could identify you (“personal
information”). In the context of the law and this notice, “process” means collect, store,
transfer, use or otherwise act on information.

We take seriously the protection of your privacy and confidentiality. We understand that
everyone is entitled to know that their personal data will not be used for any purpose
unintended by them, and will not accidentally fall into the hands of a third party.

We undertake to preserve the confidentiality of all information you provide to us, and hope
that you reciprocate.

Our policy complies with UK law accordingly implemented, including that required by the EU
General Data Protection Regulation (GDPR).

The law requires us to tell you about your rights and our obligations to you in regards to the
processing and control of your personal data. We do this by requesting that you read the
information provided at www.knowyourprivacyrights.org.

Except as set out below, we do not share, or sell, or disclose to a third party, any information
collected through our website.



http://www.knowyourprivacyrights.org/

What information do we collect about you?
We collect information about you when:

- You contact us for any reason

- You place an order for products or services

- When you voluntarily complete customer surveys or provide feedback using our online
forms

- You visit our website

- You apply for a job

The personal data frequently collected during these activities are:

- Records of our correspondence and phone calls

- Your name, phone number, email address and postal address

- Your computer’s IP Address and which pages you viewed on our website

- Financial information regarding payments and payment methods (if you are a customer)

How will we use the information about you?
We use the information collected about you to:

- Provide quotations

- Process orders for products and services that you have requested from us

- Manage your account

- Provide you with marketing information which we believe may be of interest to you or your
business

- For security and access control purposes

- To monitor and manage the services we provide

- Forrecruitment purposes

In processing your order, we may send your details to, and also use information from credit
reference agencies and fraud prevention agencies.

Cookies

The bigupdata public website employs the use of essential cookies that ensure the correct running of
the website’s underlying technology. These cookies assign each visitor a unique but random number,
and allow the site to deliver a consistent experience from one page visit to the next.

The information these cookies generate/store is used only for the purposes of running and
optimising the website over time, and are never shared with any 3 parties for any purpose. These
are not ‘tracking cookies’.

Customers who log into to our web portal to access our market data or datafeeds products and
services will be alerted to additional technologies that might monitor their usage of that platform.

Legal basis for processing any personal data
Under the GDPR there is a requirement for a legal basis to process personal data. Our lawful bases
for processing data are as follows:



Legal obligation

We are subject to the law and need to keep accounting and tax records and other business
paperwork which could contain personal information (where that is appropriate). Sometimes we
must process your information in order to comply with a statutory obligation.

For example, we may be required to give information to legal authorities if they so request or if they
have the proper authorisation such as a search warrant or court order.

Contract

When you enquire about products and services or place an order we have a contractual obligation to
process your data. Under this legal basis, we will continue processing relevant personal data (where
any is supplied and where it is necessary for the processing of the contract) to fulfil the terms of the
contract.

We may also provide you with suggestions and advice on products and services that may be relevant
to you.

Consent

Through certain actions when otherwise there is no contractual relationship between us, such as
when you browse our website or ask us to provide you more information about our business,
including job opportunities and our products and services, you provide your consent to us to process
information that may be personal information.

Wherever possible, we aim to obtain your explicit consent to process this information, for example,
by asking you to agree to our use of cookies.

Sometimes you might give your consent implicitly, such as when you send us a message by e-mail to
which you would reasonably expect us to reply.

If you have given us explicit permission to do so, we may from time to time pass your name and
contact information to selected associates whom we consider may provide services or products you
would find useful.

We continue to process your information on this basis until you withdraw consent, or it can be
reasonably assumed that your consent no longer exists.

You may withdraw your consent at any time by instructing us by email to privacy@bigupdata.co.uk.
However, if you do so, you may not be able to use our website or our services further.
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Legitimate Interests
We may process information on the basis there is a legitimate interest, either to you or to us, of
doing so.

Where we process your information on this basis, we do so after having given careful consideration
to:

- Whether the same objective could be achieved through other means

- Whether processing (or not processing) might cause you harm

- Whether you would expect us to process your data, and whether you would, in the round,
consider it reasonable to do so.

For example, we may process your data on this basis for the purposes of:

- Record-keeping for the proper and necessary administration of our business

- Responding to unsolicited communication from you to which we believe you would expect a
response

- Protecting and asserting the legal rights of any party

- Insuring against or obtaining professional advice that is required to manage business risk

- Protecting your interests where we believe we have a duty to do so

- Promoting the relevant products and services we offer to existing customers

Disclosure

We may on occasions pass your Personal Information to third parties to process on our behalf. We
require these parties to agree to process this information based on our instructions and
requirements consistent with this Privacy Notice and GDPR.

We do not broker or pass on personal information gained from your engagement with us without
your consent. However, we may disclose your Personal Information to meet legal obligations,
regulations or valid governmental request. We may also enforce our Terms and Conditions, including
investigating potential violations of our Terms and Conditions to detect, prevent or mitigate fraud or
security or technical issues; or to protect against imminent harm to the rights, property or safety of
our employees, clients and/or the wider community.

Retention Policy
Except as otherwise mentioned in this privacy notice, we keep your personal information only for as
long as required by us:

- To provide you with the services you have requested
- To comply with other law, including for the period demanded by our tax authorities
- To support a claim or defence in court

Data may be processed outside the European Union

We may use third party services in countries outside the European Union from time to time.
Accordingly, data obtained within the UK or any other country could be processed outside the
European Union.



We only transfer data outside the European Union where the European Commission has decided
that the country, a territory or one or more specific sectors in the third country, or an international
organisation ensures and adequate level of protection.

Protecting information

We take protecting your data seriously; we employ organisational and technical security measures
to protect your data from unauthorised or unlawful processing, against accidental loss or
destruction, or damage. Some of the measures implemented where they are effective against the
risks requiring mitigation include:

- Encryption of personal data at rest and in transit where it is possible to do so (for instance if
you transmit your personal details to us via email, this might not be possible)

- Multi-factor authentication for employees

- Employees only have access to systems where required

- Systems are patched to protect against known vulnerabilities and malware

Your rights as a Data Subject
At any point whilst we are in possession of or processing your personal data, all data subjects have
the following rights:

- Right of access — you have the right to request a copy of the information that we hold about
you

- Right of rectification — you have a right to correct data that we hold about you that is
inaccurate or incomplete

- Right to be forgotten — in certain circumstances you can ask for the data we hold about you
to be erased from our records

- Right to restriction of processing — where certain conditions apply you have a right to restrict
the processing of your data.

- Right of portability — you have the right to have the data we hold about you transferred to
another organisation

- Right to object — you have the right to object to certain types of processing such as direct
marketing

- Right to object to automated processing, including profiling — you also have the right not to
be subject to the legal effects of automated processing or profiling.

In the event that we refuse your request under rights of access, we will provide you with a reason as
to why, which you have the right to legally challenge.

At your request, we can confirm what information we hold about you and how it is processed by
emailing privacy@bigupdata.co.uk

Verification of your information

When we receive any request to access, edit or delete personal identifiable information we shall first
take reasonable steps to verify your identity before granting you access or otherwise taking any
action. This is important to safeguard your information.
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Children
We do not sell products or provide services for purchase by children under 16, nor do we market to
children.

If you are under 16, you may use our services only with consent from a parent or guardian.

How you can complain
If you are not happy with our privacy policy or if you have any complaint, then you should tell us by
email. Our address is privacy@bigupdata.co.uk

If a dispute is not settled, then we hope you will agree to attempt to resolve it by engaging with us in
good faith in a process of mediation or arbitration.

If you are in any way dissatisfied about how we process your personal information, you have a right
to lodge a complaint with the Information Commissioners Office. This can be done at
https://ico.org.uk/concerns/

Review of this Privacy Policy
We may update this privacy notice from time to time as necessary.

If you have any questions regarding our privacy policy, please contact us via
privacy@bigupdata.co.uk.
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